IMTLazarus

Operation Guide for supervisors of Chromebook devices within
IMTLazarus

Throughout this document it will be described all functionalities that supervisors of devices using
Windows Operating system.

A browser will be necessary to accede to IMTLazarus management dashboard.
Access will be possible throughout any device with an internet connection-

Open the browser. At URL bar we type the URL provided by the school, in order to accede
IMTLazarus platform; this URL will always follow this standard:

https://IDSERVIDOR.imtlazarus.com/lazarus

A username and password will be required; they will be provided by the school.

IMTLazarus Dashboard

Identifiquese para iniciar la sesién

D

Username > Email address
&

Recordarme

He olvidade mi password

Password > 6 digits generated at random.

Install MultilOS Agent

Access details are personal and non-transferable given that they provide full access to personal data
from the devices of students / children managed by IMTLazarus.

Access to IMTLazarus platform is aimed only for teachers and parents, in no case for students’
access.

Once validated the following screen will be displayed (it may varies and include modifications
according to different users’ privileges.)
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https://IDSERVIDOR.imtlazarus.com/

First thing we could modify / personalize is the interface language by clicking at top on the following

button.
Language: English

List of languages available so far within the system, are:

Spanish
Basque
Catalan
French
English
[talian
Portuguese

Once the language is saved we could then modify any personal detail by clicking on the top button,

as shown below:

And then click on “My Account” button:

Name Surmane
ID: profesor@simo.imt
Role: Limited Supervisor

My Account Log Out

Then, in the next screen, details such as first and last names, and password (recommendable to
change it after first access by one that sounds more familiar to remember), maybe be modified.

First Name: Password:

Name

Last Name: Repeat Password:

Surmane

Green button will be clicked to apply and save any changes in this screen.




Once the name and personal data is modified we could then start to manage the devices through
IMTLazarus.

On the left side it will be shown the different options we could work with:
e Control Panel

In this section we will have all configurations regarding the
control and supervision of the devices.

& Control Panel

4 Setup

e Setup: In which there are 2 options available:
o My account (as abovementioned).
o Personal filtering: to set personalized filters for
browsing.
© Video Tutorials

* Video Tutorials: in which videos with de diverse functionalities
of the system will be displayed.

Let's begin with the actions

Control panel
Internet

Within this section internet access will be setup:

Q@

Intermet

First thing that will be displayed it is a legend of the filtering groups and the conection status.

Applied Filter: [ General Personal @ slock

Last Activity: (D <20 winutes 30~60 Minutes @ 1-24 Hours @ =24 Hours O never

Applied Filter:
* Green (General); this filter is defined by the school and will restrict access to not schooling
websites. This is like a “free browsing”.
» Orange (Personalized); this filter may be decided either by teachers or families in order to
create a personalized setup.
* Red (Blocking); this filter will block total internet connection, except for some specific
websites predefined by the school. This is like a “NO browsing”.

Latest Activity:

Green: the device has had connectivity during the last 30 minutes.
Yellow: the device has not been connected for the last 30 - 60 minutes.
Red: the device has not been connected for the last 1 to 24 hours.
Grey: the device has not been connected during the last 24 hours.
Empty: the device has not been connected ever.

Below the legend it will be displayed as much groups / classrooms as we are managing, being several
in the case of teachers, and just one (or more if they have more than one child) in the case of families.
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The figures displayed on the right side of the group bar, refer to the amount of devices managed
under the said group, specifying by the above explained color code, the amount of devices under
each one of the filters applied.

Clicking on the group bar will deploy the checkbox of each device.

000 I s

Estudent Name and Estudent Name and Estudent Name and
Surname Surname Surname
' [Chromebook) (Chromebook) (Chromebook)

There are 2 ways to switch between filters, either by clicking on each one of the checkboxes or by
clicking on the colored little balls displayed on top of them.

By clicking on the colored little balls will make all devices to turn their status at once, while clicking
one by one on each device checkbox, the status will change individually.

We will also be able to define for how long the setup will be applied on each device, so the time can

be defined with the deployable menu.

If a temporary order is setup, when countdown is over, the devices will return to the status prior the
order went through.

Last, do not forget to click “Apply” any order to actually perform it.

As it has been explained before, Green status (full browsing) and Red status (no browsing) are not
modifiable; Orange status, instead it is modifiable to adapt it to our needs.

To do so, on the left side menu we will click on the dropdown menu of “Settings” and “Personal
Filtering”

O Video Tutorials

By doing it we will accede to the next page where we would be able to personalize our own filtering
features.




First to be displayed will be the groups of predefined filters at our disposal.

A e e e e

Full Eull Block Block Block

l k |_ k +18 +18 +18
Unloc Bloc +SocialNet +SocialNet +Video/Music

+\Video/Music

U

Entity global policy
Default

e Green (full freedom). This filter will allow us to accede any website with no restriction at all.
(do not confuse with the Green status explained above).

e Red (full blocking). This filter will block all device's connections and will not allow internet
access at all. (do not confuse with the Red status explained above).

* Orange (+18, +Social Media, +Video/Music). This filter will block access to adult content
websites, to social media and to music / video websites and / or platforms.

*  Violet (+18, +Video/Music). This filter will block access to adult content websites and to music
/ video websites and / or platforms.

*  Pink (+18, +Social Media). This filter will block access to adult content websites and to social
media.

*  Black (+18). This filter will block access to adult’s content websites.

* Blue (Global policy). This filter will have the features set by the school and on top will be
shown with a blue tic. &»

Under the Groups we will have the option to set both White and Black Lists.
The domains or websites introduced in the “White List” section will be free, regardless of the filter

chosen. As shown in the example below, “facebook.com” will be free to accede, even if the red filter
(full blocking) was selected.

Allowed Domains ("white list")

Domain
Search:
Domain 1t
facebook.com n
Domain

Showing 1 to 1 of 1 entries Previous Next




The domains or websites introduced in the “Black List” section will be blocked, regardless of the filter
chosen. As shown in the example below, “twitter.com” will be blocked to accede, even if the green
filter (full browsing) was selected.

Blocked Domains ("black list")

Domain
Search:
Domain 1=
twitter.com n
Domain
Showing 1 to 1 of 1 entries Previous MNext

Once the filters is selected and the White and black lists are defined, we will be able to load this
setup as explained in the “internet” section above, setting the devices with the orange color code.

Reports

In this section we will view the browsing reports performed by the devices.

First thing we will see is a legend with the temporary info of the latest report received.

Last Navigation: =30 Minutes 30~60 Minutes 1~24 Hours =24 Hours
i

Latest browsing performed

* Green (<30 m). Green color will mean that it's been less than 30 minutes since the system
gathered any info on the device.

* Orange (30-60 m). Orange color will mean that it's been between 30 and 60 minutes since
the system gathered any info on the device.

* Red (1-24 H). Red color will mean that it's been between 1 and 24 hours since the system
gathered any info on the device.

*  Pink (>24 H). Pink color will mean that it's been more than 24 hours since the system
gathered any info on the device.

Clicking on the group it will be deployed the checkboxes showing the devices.




To view the rports there are 2 options, either by clicking on a single device (single report), or clicking

on the button “Group Report” on the top right side.

Estudent Name and Estudent Name and Estudent Name and

Surname
{Chromebook)

Surname

Surname

(Chromebook) (Chromebook)

First thing we will see it's the username or the name of the group of which we are viewing the report.

Estudent Name and Surname
(Chromebook)

(o omoiets [ B ] %

At its right side we will see the number of demands made from a specified date and time until the
report time.

179

Requests performed during:
13/02/2018 6:00 ~ 16/02/2018 18:00

© Search results limited to 1000 requests

Down below the report, there is a watch icon with two dates. Clicking on the dates we could define
the period over which we want to view the report.

© | 13/02/2018 6:00 - 16/02/2018 18:00 << 1

Clicking on the dates a dropdown menu will allow us to settle the starting date and time and the
finishing date and time for which we want to present the report.

€ Feb 2018 > Feb 2018 >
Su Mo Tu We Th Fr Sa  Su Mo Tu We Th Fr Sa
25 29 30 3 1 2 3 28 29 30 3 1 2 3
4 5 6 7 8 9 10 4 5 6 7 8 9 10
11 12 EER 14 15 16 17 11 12 13 14 15 n 17
18 19 20 21 22 23 24 18 19 20 21 22 23 24

25 26 27 28 1 2 3 25 26 27T 28 1 2 3

4 ] 6 7 8 9 10 4 5 6 7 8 9 10
(6 v]:fo0 +] 18 v]:fo0 v]
FROM TO
13/02/2018 & 16/02/2018 1

In detail, on the left side calendar we will define the report starting day and down below the time,
whilst on the right side calendar we will define the finishing date and the time.




Right below the calendar we will see an operation graph with 2 colors (blue & red).

|#a Performed requests

9,
L7 =
0 ® e —
10:00 15:00 20:00 01:00 06:00 11:00 16:00 21:00 02:00 07:00 12:00 17:00 22:00 03:00 08:00 13:00 18:00

e Blue: Pages to which access has been attempted.
e Red: Pages blocked by IMTLazarus.

Difference between Blue & Red will be the pages to which the device has acceded.

Place the mouse on each of the dots shown in the graphs, to view the amount of pages browsed and
of pages blocked for the track divided.

2018-01-30 13:50:00

Hereafter, the 3 checkboxes will show us which are the websites / domains more visited, the
categories more registered (pages are registered in the server by groups of categories), and top 30
word cloud, a visual summary of the most visited 30 dom.

¥ 5 Most requested domains & 5 Most requested categories @ Top 30 (World cloud)

.“

QAL

webmail (54%): 47 $ chocolatey . @
' o5 ek
\Q‘“é yres
SO e g
# Domain # Category g% ;%“ Q
1. login.live.com 57 1. webmail 47 @ _g ‘G‘Q elclll'l'ell
2. beaconsS.gvi3.com g [ 10% ] 2. updatesites 29 |E 2
3. cs.dds.microsoft.com 8 @ 3. blacklist 4 @ g %
4. microsoftstreaml.fyre.co T m 4. hobby/games-online 4 @
5. download.microsoft.com 6 m 5. sacialnet 3 @

Placing the mouse on the graphs we will identify which domain or category is represented within
each section.




Then, we will see two checkboxes thatwill show which are the websites/ domains, most visited, as
well as the blocking categories most registered (pages will be registered in the server by groups of
categories).

@ 5 Most blocked domains @& 5 Most blocked categories

# Domain # Category

1. elcorreo.com 4 1. blacklist 4 @
2. www.microsofttranslator.com 1 2. anonvpn 1
3. beacons5.gvt3.com 1 @ 3. unclassified 1 @
4. 1] m 4. 0 m
5 o 5 0 [ 0%

Placing the mouse on the graphics we will identify which domain or category is represented in each
section-

Finally we could see a detailed report of the whole browsing.

Performed requests (Max. 1000)

Show 10 v entries Search:
Date url User P Category
2018-02-13 14:18:42 mem.gfx.ms Estudent Name and 172.18.7.70 unclassified v
2018-02-13 14:18:42 az725175.v0.msecnd.net Estudent Name and 172.18.7.70 unclassified v
2018-02-13 14:18:33 www.zehngames.com Estudent Name and 172.18.7.70 unclassified v
2018-02-13 13:44:37 cs.dds.microsoft.com Estudent Name and 172.18.7.70 updatesites v
2018-02-13 13:26:12 storagetos.datamart.windows.com Estudent Mame and 172.18.7.70 unclassified v

¢ Date: Date and time when a website was attempted to enter or entered.

e Url: page or domain entered or attempted to enter.

e User: user that attempted to enter the page or domain.

e |P: Virtual IP connection with IMTLazarus.

¢ Category: Category to which it belongs the page depending on the contents.

* Access / Blocking: A green tick mark shows an “allowed” page while a red forbidden shows a
blocked page.

Reports can be displayed in many ways, for it we have to deploy the dropdown menu of
“Representation” and select the most convenient one.

Representation:

Combined v

Apart / Simple
Allowed
Blocked

Mot Show




¢ Combined: It shows the whole information, pages allowed and blocked.
e Apart: It shows the information of the pages allowed and blocked, separately.
¢ Allowed: It only shows the allowed pages.
¢ Blocked: It only shows the blocked pages.
e Not Displaying: It does not show any final report.
Displaying

In this section we will see the devices’ screens.

{m}

Visualization

Clicking on the group bar the checkboxes representing each device will dropdown.

PRESENTATION - Classroom B8
Estudent Name and Estudent Name and Estudent Name and
Surname Surname Surname
© & (Chromebook) ® & (Chromebook) ® & (Chromebook)

To see remotely the screen of any of the devices we just need to click on any of the checkboxes.

Doing so a new tab will open and once all checks are done we will be able to see the device screen in
real time.

s [T Lazarus x

e C | @ www.imtlazarus.com/es/

lMTLazarus IMTLAZARUS EMPRESA EDUCACION CONTENIDOS BENEFICIOS CONTACTO NOTICIAS

m‘regragcmn global con la mfr'aesTr'uc’rur'a TIC existente

Contacta con huestros expertos

System only allows to display one device at a time.

In case a device is already been displayed by another supervisor, it could not be displayed until the
first supervisor’s connection is over.




Information

Within this section we will be able to see information of the devices.

Information

Within this section we can see the info related to the operating system, storage, RAM memory, etc.

Clicking on the group bar we will deploy the checkboxes representing each device.

PRESENTATION - Classroom (2] =]

Estudent Name and Estudent Name and
Surname (Chromebook) Surname (Chromebook)

Estudent Name and
Surname (Chromebook)

==
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To visualize the info of a specific device we will have to click on one of the checkboxes.
First to appear will be the username of the device (student / child).

Estudent Name and Surname (Chromebook)

Next to be displayed will be info related to the MDM (in case there is any) to which the device is
registered.

MDM
PLATFORM: DESCONOCIDA
LAST SYNCHRONIZATION: 14-02-2018 17:43:36

Bottom-left checkbox will display info related to the HW and SW of the device.

0 Device Info

Model: 6.2 (3200}
Build Version: 6.2 (5200}
Operative System:  Windows
CPUID: P200EXGZ
PubliclP: 92.56.236.104
Local IP:
Wifi MAC:
Uptime: 6 dias, 6 horas, 42 minutos y 10 segundas

Finally in the bottom-right checkbox we will see the info related to the storage and RAM memory of
the device.

[l Device Status:

Memoria RAM Usada:

Used Storage:

Battery Charge:




This subsection is the last one of the section “Control Panel”.

Video Tutorials

Within this section we can see a set of videos of how it functions and additional info of IMTLazarus.

¥ = Q *

Familia Aula Administrador General

We will have different videos depending on the type of videos:

¢ Families: Orientation videos explaining to the families the use of the platform / device.

¢ Classroom: Orientation videos explaining to teachers staff the use of the platform / device.

e Administrator: Orientation videos explaining to administrators the use of the platform /
device.

* General: Videos not aimed for a specific collective, containing information about the
platform / device, speeches, interviews, etc.




Functioning Guide for supervisors; personal tasks

IMTLazarus

Throughout this Guide it will be explained the setting of the personal tasks for families and teachers.

Once validated by the system, we will access to the section “Settings >Tasks” as shown in the image

below.

@ Panel de Control

#f Configuracion +

B

In the next screen we will click on the Green button to “Create new”.

Show 10 ¥ entries

Nombre Tarea £ Ambito Hora

No data available in table

Nombre Tarea Ambito Hora

Showing 0 to 0 of 0 entries

We will then fill in the following data:

Ultimo Check

Uttimo Check

Datos de la Tarea

Nombre:

Tarea:
Minguna
Ambito: [*)
ATodos
Hora:
12:00
Diast

Lunes
Martes
Migreoles
Jueves
Viernes

Descripcion:

Tarea Activa

Sébado

Domingo




Being:

N«

Name > It will be the name with which we will identify the task (e.g. “no internet”, “night blocking”,

etc.)

Task > we will choose among the allowed tasks, depending on the operating system and the available

options:
¢ Enable Camera: It allows the use of the camera within the device

¢ Disable Camera: It restricts the use of the camera within the device

» Activate Browsing: It allows the device to connect to internet (green status at internet control
on the console

» Deactivate Browsing: It restricts the device to connect to internet (red status at internet con-
trol on the console)

*  Windows Lock ON: It blocks the device’ screen (only for Windows)

*  Windows Lock OFF: It unblocks the device’ screen (only for Windows)

¢ App Whitelist OFF: It de-links any control profile from personalized applications of the device

Ninguna v

Habilitar Camara
Deshabilitar C2mara
Activar Navegacion
Deshabilitar Navegacion
Windows Lock ON
Windows Lock OFF

App Whitelist OFF

Once we have defined the action that our task will perform (just one action per task), we will set the
application range; to do so, we will choose one of the following 3 options within the drop-down
menu:

- Toall: it will be applied to all devices managed, in case of the teachers to all the devices in his
or her classes, and in case of the families to all children devices’ that pass through IMT -
Lazarus.

- By groups: It will be applied only to the groups selected after having defined entirely the task
(usage option for teachers).

- By device: it will be applied to all and every devices selected after having defined entirely the
task (usage option for families).

ATodos v
Por Grupos
Paor Dispositivos

FT—

Next we will define the implementation timing of the task; take into account that the task will be im-
plemented from the selected timing on, i.e. in case a device is out when the task is implemented, the
task will be upload when the device is turned on.

22:00 o
~ .S
22 . 00 Sabado
Domingo




Along with the selected timing we will choose the days for which it will apply; to do so, we will just

click in the correspondent checking boxes. (i.e. the task shown below will just apply from Mon thru
Fri).

Dias:
Lunes Sabada
Martes Domingo

Miércoles

Jue\:es
Uiernes

Next step will be to define a description for the scheduled task (optional step, given that the name
can identify as well the taks goal).

Descripcion:

Tarea para guitar Internet a las 23:00 de lunes a viernes

4

Last, we will have to activate the task, to do so we will click the checkbox that shows the action. In
case of creating a task but not clicking the box, the task will not be performed.

Tarea Activa

Once finished the task setting we will go back to the task management page “Settings > Tasks” in or-
der to visualize or modify its actions.

@ Paneld trol

#f Configuracion  ~

®» Tareas

0O Video Tutorials

In this page we will be able to visualize all historical tasks that we have generated, modify or delete
them, according to our needs or likes.

Tareas

Show| 10 ¥ entries Search:
Nombre Tarea It Ambito Hora Dias Ultimo Check
Bloqueo internet = Deshabilitar Navegacion Por Dispositivos 23:00 LM X,V pendiente u D a n
Bloquear cimara 3 Habilitar Cimara ATodos 16:00 LMX,JV,S,D ©26-02-2018 agan

17:24:01

Bloquear el ordenador & Windows Lock ON Por Grupos 22:00 L.M.X.J Pendiente u D B u
Nombre Tarea Ambito Hora Dias Ultimo Check

Showing 1 to 3 of 3 entries Previous Mext




In that section, we will find the following Information:
¢ Name: the name assigned to that task.
¢ Task: the action the task will perform.
* Range: showing the devices or group of devices for which the task will be assigned (To all, By
groups, By device).
¢ Hour: implementation hour of the task.
¢ Days:days of the week in which the task will be implemented.
e Last check: it will identify the last time the task was performed.

ICONS
I} Clicking on this icon we will be able to modify or finalize the definition of any task.
F0 It will identify if a iask is active or not. In case the icon is on (orange), it means the task

is active; in case the icon is off (grey), it means the task is deactivated and thus will not
be performed. By clicking on this icon we can activate or deactivate the tasks.

a Forced task, by clicking on this icon the task will be launched automatically. This ac-
tion only will be performed when fitting the task timing, i.e. a scheduled task from
Mon thru Fri at 22:00 cannot be forced before 22:00 hours during weekdays nor dur-
ing weekends.

n Task delete button, by clicking on this button the selected task will be deleted.

Scheduled tasks for groups and / or devices

When generating a task we can choose to apply it to a certain series of groups or devices; to select
them we will just click on the button to modify task.

At the new screen bottom we will have the groups or devices to which we can select to check for its

application.
Dispositivos disponibles: Grupos disponibles:
Q o + @ o+
Aula +
Apellidos del alumno 1, Nombre [Chromebook) +
Apellidos del alumno 2, Nombre (Chromebook) +
Apellidos del alumno 3, Nombre [Chromebook) +

We will just check on the “+” next to each one of them and they will move to the right side box.

Aplicar la tarea "Bloqueo internet " a: Aplicar la tarea "Bloquear el ordenador™ a:
Q o - Q 0o -
- Apellidos del alumno 1, Mombre (Chromebook) - Aula

- Apellidos del alumne 2, Mombre (Chremebook)

- Apellidos del alumne 3, Mombre (Chremebook)




To de-link a group or a single device from a task, just click on the “-“ button beside them.

Finally, to save it we will click on the “Apply Changes” button

APLICAR CAMEIOS

Tasks that are assigned “To all” do not require group setting or single device setting, given that setting
will be applied to all assigned devices.




