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To validate the Microsoft integration, sign in to IMTLazarus using Microsoft.
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Prerequisites
To enable and validate the integration with Microsoft, you will need:

1. AnIMTLazarus account with Administrator permissions.
2. Anaccount with access to the Microsoft Tenant.

Step 1

Access the Azure portal using an Administrator account through the following link:
https://portal.azure.com/

Once logged in, you will see a screen similar to the one below. Click on: Azure Services —
Microsoft Entra ID


https://portal.azure.com/
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Welcome to Azure!

Deon't have a subscription? Check out the following options.
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.
.

Start with an Azure free trial Manage Microsoft Entra ID Azure for Students

Get §200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools

plus 12 months of popular free services. with Microsoft Entra ID. for Teaching after you verify your academic status.

Azure services

[ 0] e — _
- ol n — ﬁ
4 » 22 & = -
Create a Microsoft Entra Quickstart Foundry Kubernetes Virtual App Services Storage SQL databases More services
resource 1D Center services machines accounts

On the next screen, click: Manage — App registrations.

Microsoft Azure Q Search resources, services, and docs (G+/) I opilot IE‘m

Home

(i | Overview - X

« + Add ~ 5 Manage tenants [7 What's new &7 Gotfeedback?

a
O overview
| @ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin center! 3
Preview features
Overview  Monitoring Properties Recommendations Setup guides
X Diagnose and solve problems —
v =
Hlenage £ search your tenant
& users
Basic information
& Groups
B2 EBxternal Identities Name Users 6
&, Roles and administrators ¥
Tenant ID D Groups 4
& Administrative units
" Primary domain lications 1
Delegated admin Y App
partners
License Microsoft Entra ID Free Devices 1
@ Agents
B Enterprise applications Alerts
] Devices

(&) Identity Gavernance

B application proxy ‘ Try Micrasaft Entra admin center . n | Mierasoft Entra Connect
Custom security Secure your identity environment with Micrasoft ) ¥ @ Not enabled
attributes Entra ID. permissions management and more. Agent Registry Administratar and 2 ather roles Sync has never run
’ Viiew role information
s Licenses
Go to Microsoft Entra B View profile soft Entra Connect
Cross-tenant v

»

It will display the list of applications, if any. Click on New registration.
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Itis very important to complete the following three fields correctly:

| T~ New registration I’Q) Endpaints 2% Troubleshoot i Refresh < Download R—“‘ Got feedback?

ﬂ Azum.kw Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be upgraded to
Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications Deactivated applications

£ start typing a display name or application (client) ID to filter these r... +? Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

e Name: IMTLazarus
(This field is optional, but it is recommended to use this name.)

e Supported account types: MANDATORY - Select the first option:

"Single tenant only: [ORGANIZATION]"

e Redirect URI:
https://XXXXX.imtlazarus.com/lazarus/mlogin.php
(Replace XXXXX with your IMTLazarus tenant name.)

e Redirect URI 2:
https://internal.imtlazarus.com/lazarus/api/ios-multiuser-logi
n/mlogin.php
(This URI allows multiple students to use the same iPad device while applying their individual
configurations and settings accordingly.)
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*Name

The user-facing display name for this application (this can be changed later).

IMTLazarus

Supported account types

Choose the account types that can use this application or access this API

| Single tenant only - LAZARUS INTEGRACION SL v Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web s ‘ | https://latamtest limtlazarus.com/lazarus/mlogin.php v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Once all the information has been entered, click Register.

After the application registration is completed, an information screen will be displayed. You
will need the following values later in the configuration process:

e Application (Client) ID
e Directory (Tenant) ID

Copy and save these values in a temporary document.

Next, click on Authentication.
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=z IMTLazarus =
Ly

reh 0 () Deactivate [i] Delete & Endpoints
| B overview | 1

# Essentials

& Quickstart
Display name [IXRIFFETIT Client credentials

5 Integration assistant
Application (client) 1D a04de0c0-2350-4abd-b179-18906d95523 Redireet URIs

# Diagnose and solve problems Object ID 121d5332-bad8-4f56-a05c-a9a0eead1 cbl Application ID URI

~ Manage Directory (tenant) ID a12bdbbe-9fc0-4c04-a1e1-a855607019f7 Manage ation in ... : IMTLazarus

B2 Branding & properties Supp: types : My organizat nly State OA:uva:rd

I D Authentication (Preview) I 2

Certificates & secrets

@ Weicome to the new and improved App registrations. Laoking to leam how it's changed from App registrations (Legacy)? Learn more

{I! Token configuration _
@ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be
2 API permissions upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Expose an API

Get Started  Documentation
App roles _
& Owners

Build your application with the Microsoft identity platform

& Roles and administrators

H Manifest The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern,
standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more !

Siumnant + Teahlachantins

In the Authentication section, click on Settings and enable the following two options:

IMTLazarus | Authentication (Preview) =

| £ search ¢ A7 Got feedback?
B Overview
& Quickstart
@ Welcome 10 the new and improved experience for authentication. To swilch to the old experience, please dlick here.

#" Integration assistant
A Diagnose and solve problems ) .

Redirect URI configuration Supported accounts Settings 2
~ Manage

B2 Branding & properties Web and SPA settings

@ The following settings are only applicable when building s web or SPA application.
I I 3) Authentication (Preview) I 1

Implicit grant and hybrid flows

Certificates & secrets . " " - . : . —
ales C i a1 il acalicarion ddaken itk f i authorization endpoint. It is only recommended for browser-based single-page applications (SPAs).

Teken configuration B Access tokens (used for implicit flows)

- APl permissions B 10 tokens (used for implicit and hybrid flows) 3
@ Expose an API Front-channel logout URL
B App roles eg.h ‘example.com/logout
»
db Oumers Allow public client flows 1 earm more
2, Roles and administrators (@ ) Disabled
App instance property lock Learn more
B Manifest PP property o
Configure the application instance modification lock. Configure

> Support + Troubleshoeting

48

Add or remove frvorites by pressing Ctrt +Shifes#

e Accesstokens
e IDtokens

Select both checkboxes and click Save.

Next, navigate to Certificates & secrets and click on New client secret.
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IMTLazarus | Certificates & secrets =

F\'—’ Got feedback?
B Overview
Quickstart

#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

7. Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

' Manage

Branding & properties 0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

3 Authentication (Preview)

I Certificates & secrets I 1 Certificates (0) Client secrets (0) Fzmatvd credentials (0)

Il Token configuration

A secret string that the application uses to prove its identity when requesting a token. Alsa can be referred to as application password.

- APl permissions

& Expose an API T New client secret 3

3 App roles Description Expires Value @ Secret ID

5 . . -
A wners No client secrets have been created for this application.
&= Roles and administrators

Manifest

> Support + Troubleshooting

For the Description, enter IMTLazarus, and set the expiration period to the maximum duration
available. Then, click Add.

Add a client secret X
Description —_— ‘ IMTLazarus
Expires Recommended: 180 days (6 months) v

Recommended: 180 days (6 months)

90 days (3 months)
365 days (12 months)
545 days (18 months)

—_—> 730 days (24 months)

Custom

The new client secret will now appear in the list of configured secrets.

Important: Copy the Secret Value and save it in your temporary document
immediately. This value is displayed only once and cannot be retrieved again
after you leave this page. Be sure to store it securely, as it will be required later to
complete the IMTLazarus and Microsoft integration.
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Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value (0 Secret ID

IMTLazarus 8/6/2028 4fKBQ~rTsw-xqu)_AATUvty6lybuRi1QDS... ] e68b8885-9efe-47e5-a729-22f58e9b971f 1Y m

We have now finished configuring the Azure portal.
Next, log in to your IMTLazarus Admin Panel and navigate to:
Administrator Menu — Settings — Integration — Microsoft

Then, open the Sign in with Microsoft tab and complete the required fields using the
information obtained from the Azure portal, including:

e Application (Client) ID
e Directory (Tenant) ID
e Client Secret Value

Once all the information has been entered and saved, users will be able to authenticate with
their Microsoft accounts through IMTLazarus.

Microsoft sz

Azure Link Data Import Groups - (0, Import Devices - (0) Import Supervisors (Centro) - (0) Observation Sign in with Microsoft - (Enabled)
Directory ID 11111111-1111-1111-1111-111111111111 ©®
(Tenant):
Client ID: 22222222-2222-2222-2222-222222222222 ©
Client Secret: -pUgu@0]?Ecepqj179z@wgT@]|LWcXMeN ©

Sign in with Microsoft:

Configure the settings as shown below:

IMTLazarus Microsoft Azure (valor mostrado en las capturas)

Application ID (Client) |Id. de aplicacion (cliente) 11111111-1111-1111-1111-111111111111
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Directory ID (Tenant) |Id. de directorio (inquilino)

22222222-2222-2222-2222-222222222222

Client Secret |El valor del secreto generado

-pUgu@0]?Ecepqgj179z@wgT@]LWcXMeN

Once the three information fields have been completed, the only remaining step is to enable

the following options:

e Active Integration
e Sign in with Microsoft

Finally, click Save Configuration to apply the changes.

The Microsoft sign-in integration is now fully configured, and users will be able to access

IMTLazarus using their Microsoft credentials.




